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People of Microsoft, 

I come in peace*!

* Nov 2023 edition



“It’s by-design” 2

• Vocabulary

• Cases



Vocabulary 1/3

Bug Bounty

“a reward offered to a person who identifies an error 

or vulnerability in a computer program or system” – 

Oxford dictionary

Security Vulnerability

“a weakness in the computational logic (e.g., code) 

found in software and hardware components that, 

when exploited, results in a negative impact to 

confidentiality, integrity, OR availability.” 

– MITRE.org



Vocabulary 2/3

Bug Bounty Program

Bounties related to certain products 

or services, e.g., Microsoft Azure and 

Microsoft Identity

Out-of-scope

A vulnerability that doesn’t fit into 

any Bug Bounty Program

By-design

“Something” that is not considered 

a vulnerability



Vocabulary 3/3

Severity

Four level categorization (Low, Moderate, Important, and Critical)

Microsoft typically offers bounties only for Critical and Important



Brute-forcing and user 

enumeration

Jun 2021 – Dec 2021 



User enumeration & brute forcing using autologon endpoint

• Endpoint for Seamless Single-Sign-On 

(aka DesktopSSO)

– Exchanges Kerberos Service Tickets to 

DesktopSSOToken

– Supports also username and passwords 

(credits to @JoosuaSantasalo)

https://twitter.com/SantasaloJoosua


MITRE ATT&CK

• Reconnaissance (TA0043)

– Gather Victim Identity Information (T1589)

– .002 Email Addresses

– .003 Employee Names

• Credential Access (TA0006)

– Brute Force (T1110)

https://attack.mitre.org/tactics/TA0043/
https://attack.mitre.org/techniques/T1589/
https://attack.mitre.org/techniques/T1589/002/
https://attack.mitre.org/techniques/T1589/003/
https://attack.mitre.org/tactics/TA0006/
https://attack.mitre.org/techniques/T1110/


Response



Result

• Lot of publicity

• Logging improvements

• Smart Lockout

• Lessons learned:
– Enumeration = feature

– Keep researchers updated

– Do not lie to researchers

– It is okay to ask to postpone..



EXO Direct Send

Dec 2021

@424f424f (rvrsh3ll)

https://twitter.com/424f424f


Exchange Online Direct Send

• Endpoint allowing multifunction devices to send email via EXO

• Enabled for all domains: company-com.mail.protection.outlook.com

• Allows anonymously spoofing emails as any email address target organization  trusts



MITRE ATT&CK 2

• Initial Access (TA0001)

– Phishing (T1566)

– .001 Spearphishing Attachment

– .003 Spearphishing Link

https://attack.mitre.org/tactics/TA0001/
https://attack.mitre.org/techniques/T1566
https://attack.mitre.org/techniques/T1566/001/
https://attack.mitre.org/techniques/T1566/002/


Response 2



Result 2

• Blog post

• Microsoft contacted employer

• Lessons learned:

– Don’t close case automatically

– Don’t contact employers



Dumping Global Admins

Feb 2022 – May 2022

@SravanAkkaram

https://twitter.com/SravanAkkaram


Access Packages

• Allows requesting and approving access to 

organization’s resources

– Outsiders, guests, and members

• Back-end API allows: 

– Listing all catalogs and access packages as 

anonymous user

– CreatedBy and ModifiedBy users were Global 

Administrator or User Administrators



MITRE ATT&CK 2

• Reconnaissance (TA0043)

– Gather Victim Identity Information (T1589)

– .002 Email Addresses

– .003 Employee Names

• Discovery (TA0007)

– Account Discover (T1087)

– .004 Cloud Account

https://attack.mitre.org/tactics/TA0043/
https://attack.mitre.org/techniques/T1589/
https://attack.mitre.org/techniques/T1589/002/
https://attack.mitre.org/techniques/T1589/003/
https://attack.mitre.org/tactics/TA0007/
https://attack.mitre.org/techniques/T1087/
https://attack.mitre.org/techniques/T1087/004/


Response 2



Result 2

• Users can only list packages they are entitled to

– Package creator (admin) names still available..

• 7k bounty!

• Lessons learned:

– Argue using documentation

– Ask for help



Abusing Azure AD Connect 

Jun 2020 – Nov 2021



Abusing Azure AD Connect

• Azure AD Connect uses synchronization API to

– Synchronize users and password hashes from on-prem 

AD to Azure AD Entra ID

– Uses ImmutableID (aka SourceAnchor), B64(GUID)

– API also supports CloudAnchor, “User_ObjectId”

• API allowed 

– CRUDing of cloud-only users

– Setting passwords of cloud-only users



MITRE ATT&CK 3

• Privilege Escalation (TA0004)

– Exploitation for Privilege Escalation (T1068)

https://attack.mitre.org/tactics/TA0004/
https://attack.mitre.org/techniques/T1068/


Response 3



Result 1/2

• Bug fixed

• 20k bounty!

• Lessons learned
– Read the response

– Be persistent



The fix

• A new feature: 

“BlockCloudObjectTakeover

ThroughHardMatch”

– Prevents manipulating 

cloud-only users



Result 2/2

• Bug fixed

• 20k bounty!

• Lessons learned
– Check the fix

– Report in new report

– Ask researcher to confirm



Breaking SPO integrity

Nov 2022 – Aug 2023



Breaking SPO integrity 1/2

• SharePoint Migration Tool (SPMT) uses “migration API”

– Full control of metadata (timestamps & created/modified)

– Creation/modification not logged

– Requires Site owner permissions (e.g., Team owner)

• API allowed undetected

– Spoofing of files

– Tampering with existing files



MITRE ATT&CK 4

• Impact (TA0040)

– Data Manipulation (T1565)

– .001 Stored Data Manipulation

• Privilege Escalation (TA0004)

– Exploitation for Privilege Escalation (T1068)

https://attack.mitre.org/tactics/TA0040/
https://attack.mitre.org/techniques/T1565/
https://attack.mitre.org/techniques/T1565/001/
https://attack.mitre.org/tactics/TA0004/
https://attack.mitre.org/techniques/T1068/


Response 4



Result 1/2 2

• Exploitable by regular users who created a Team 
– Cannot be switched off

– SPO not compliant with several laws / regulations

– GDPR, HIPAA, ..

• Lessons learned
– Look outside-the-box



GDPR



Breaking SPO integrity 2/2

• API allowed undetected
– Spoofing of files

– Tampering with existing files, 

including SPO design files (*.aspx)

• Enabled XSS attacks



MITRE ATT&CK 5

• Execution (TA0002)
– Command and Scripting Interpreter (T1059)

– .007 JavaScript

– .009 Cloud API

• Initial Access (TA0004)
– Drive-by Compromise (T1189)

• Defense Evasion (TA0005)

– Exploitation for Defense Evasion (T1211)

https://attack.mitre.org/tactics/TA0002/
https://attack.mitre.org/techniques/T1059/
https://attack.mitre.org/techniques/T1059/007/
https://attack.mitre.org/techniques/T1059/009/
https://attack.mitre.org/tactics/TA0004/
https://attack.mitre.org/techniques/T1189/
https://attack.mitre.org/tactics/TA0005/
https://attack.mitre.org/techniques/T1211/


Result 2/2 2

• Fixed

• 3k bounty! 

• Fix didn’t work..
– New fix 2 days before DefCon talk

• Lessons learned
– Be persistent

– Remember to submit a new report



Bypassing MFA & CA 

with EXO API

Oct 2021



Bypassing MFA & CA with EXO API 2

• EXO remote PS supports Basic authentication API

– Allowed bypassing MFA and Conditional Access



MITRE ATT&CK 6

• Defense Evasion (TA0005)

– Exploitation for Defense Evasion (T1211)

https://attack.mitre.org/tactics/TA0005/
https://attack.mitre.org/techniques/T1211/


Response 5



Result 5

• False positive

• Lessons learned:
– RTFM & double-check



Summary

Microsoft

• Keep researchers updated

• It is okay to ask to postpone

• Do not lie to researchers

• Do not contact employers

• Ask the researcher to validate the fix

• Look outside-the-box

Researcher

• Read the “by-design” response carefully

• Be persistent

• Argue using documentation & previous cases

• Talk to other researchers / ask for help

• Report fix by-pass in a new report

• RTFM & double-check before submitting



© Copyright Microsoft Corporation. All rights reserved. 
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